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typedef struct CFF_Decoder_

{

[*.F

FT Fixed stack[CFF_MAX_OPERANDS + |]; <«—
FT_Fixed* top;

[* .. %

} CFF_Decoder;

cff_slot_load( CFF_GlyphSlot glyph,
CFF_Size size,

FT Ulint glyph_index,
FT_Int32 load_flags )
{
[* ¥
CFF_Decoder decoder; I/ decoder.stack array en el stack
[* ¥

error = cff_decoder_parse_charstrings( &decoder, charstring, charstring_len );
/LK

}

cff_decoder_parse_charstrings( CFF_Decoder*® decoder,
FT_Byte*  charstring_base,
FT_ULong  charstring_len)

/e LK
decoder->top = decoder->stack;
limit = zone->limit = charstring_base + charstring_len;// controlado por usuario
/LK
while(ip < limit)
{
T
*decoder->top++ = val; // buffer overflow
}
}




Compact Font Format File
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Mac OS X Leopard

Thread | Crashed:

0 00000000000 + O

| libSystem.B.dylib 0x90995155 pthread start + 321
2 |libSystem.B.dylib 0x90995012 thread_start + 34

) b . Thread O:
{3 @ O libSystem.B.dylib Oxffff0f32  memcpy + 1938
B | ATSServer 0x00042bl 1 0x1000 + 269073
2 ATSServer 0x0002e278 0x1000 + 184952
3 ATSServer 0x0002d5%e 0x1000 + 181662

| 4 ATSServer 0x0002d23f 0x 1000 + 180799
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Sign mismatch

mov eax, ds:off_28406DD[ebx]
mov dword ptr [esp+i],
mov eax, [eax]
mov [esp+4], eaXx
MOVUSX eax, word ptr [esi+h]
mov [esp], eaXx
call sub_ 7808
mov edx, [ebp+8]
mov edi, eax
memCPY( movsSx eax, word ptr [edx+ ]
mov [esp+ ], eax
(j | mousx  eax, word ptr [esi+h] ; Ooops? :D
St, mov lesp], edi
mov [esp+8], eax ; Size
mov eax, [ebp- ]
SrC, mov [esp+4], eax
| call memcpy_wrapper
OxfFfff E. T
)( mov [esp], ecX
call sub_122AD6
mov ecx, [ebp- ]
mov [esp], ecX
call near ptr sub_122A78
mov eax, edi
mov ebx, [ebp- |
mov esi, [ebp-28]
mov edi, [ebp-4]
leave
retn
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memcpy va para atras

dst + size
i
e dst
FFFFO7A® memcpy_imp proc near
FFFFO7A0
FFFFO7A0 dst= dword ptr 8
FFFFO7A0 src= dword ptr @Ch
FFFFO7A0 size= dword ptr 106h
FFFFO7A0
FFFFO7A® push ebp
FFFFO7A1 mov ebp, esp
FFFFO7A3 push esi
FFFFO7A4 push edi
FFFFO7AS5 mov edi, [ebp+dst]
FFFFO7A8 mov esi, [ebp+src]
FFFFO7AB mov ecx, [ebp+size]
FFFFO7AE mov edx, edi
FFFFO@7B0 sub edx, esi
FFFF@7B2 cmp edx, ecx
FFFFO7B4 1b short loc_FFFFO7E4 ; if(dst - src > size)
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Mac OS X Leopard

Thread | Crashed:

0 00000000000 + O

| libSystem.B.dylib 0x90995155 pthread start + 321
2 libSystem.B.dylib 0x90995012 thread_start + 34

Thread 0:

0 libSystem.B.dylib Oxffff0f32  memcpy + 1938

| ATSServer 0x00042bl11 0x1000 + 269073
2 ATSServer 0x0002e278 0x1000 + 184952
3 ATSServer 0x0002d59e 0x1000 + 181662
4 ATSServer 0x0002d23f 0x1000 + 180799
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Mac OS X Leopard

Thread | Crashed:

0 00000000000 + O

| libSystem.B.dylib 0x90995155 pthread start + 321
2 libSystem.B.dylib 0x90995012 thread_ start + 34




Font spray

* Tenemos un memcpy de size Oxfffffffa

* Con ese memcpy alcanzamos el ptr de pthread_start

* |dentificamos el chunk de memoria que va a sobreescribir
el ptr.

* | lenamos ese segmento de memoria con datos
controlados embebiendo muchas font

Mission accomplished!
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Attack vectors

0 click

0 click . . | click

0 click
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. Report Timeline

2010-09-28: Apple acknowledges the comunication informing
that this issue will be fixed in the next security update of Mac OS X
10.5, which is tentatively scheduled for the end of October without
a firm date of publication.

2010-08-31: Apple asks Core about credit information for the
advisory.

2010-09-28: Core acknowledges the comunication sending the
credit information for this report.

2010-10-20: Core asks Apple for a firm date for the release of this
securiry issue since the initial propossed timeframe of October 18th
is due.

2010-10-22: Apple acknowledges the comunication informing
that the publication date is scheduled to the week of October 25th.
Also, Apple notifies that the assigned identifier for this
vulnerability is CVE-2010-1797.

2010-11-01: Core asks Apple for a new schedule for the
publication, since there was no notice of any Apple security update
during the week of October 25th.

2010-11-01: Apple acknowledges the communication informing
that the publication date was rescheduled to the middle of the week
of November 1st.

2010-11-03: Core informs Apple that the publication of this
advisory was scheduled to Monday 8th, taking into account the last
communication this is a final publication date. Core also informs
that the information about how this vulnerability was found and
how it can be exploited will be discussed in a small infosec related
local event in Buenos Aires city.

2010-11-08: Core publishes advisory CORE-2010-0825.
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Also, Apple notifies that the a551gned identifier for this
Vulnerablhty 1s CVE-2010-1797.

e 2010-11-01: Core asks Apple for a new schedule for the
publication, since there was no notice of any Apple security update
during the week of October 25th.

e 2010-11-01: Apple acknowledges the communication informing
that the publication date was rescheduled to the middle of the week
of November 1st.

e |2010-11-03: Core informs Apple that the publication of this
advisory was scheduled to Monday 8th, taking into account the last
communication this is a final publication date. Core also informs
that the information about how this vulnerability was found and
how it can be exploited will be discussed in a small infosec related
local event in Buenos Aires city.

e |2010-11-08: Core publishes advisory CORE-2010-0825.
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