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Protect what is priceless



Dive in Faraday’s Vulnerability Management Platform



Get a Free Trial
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Change the way you do cybersecurity






Faraday provides a smarter way for Large Enterprises, MSSPs, and Application Security Teams to get more from their existing security ecosystem.





















Some of the companies that trust us




	
	
						





					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				


						

					


	
	
























150+



Normalize and Integrate
security tools



Get vulnerability data from more than 150 integrations.
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Faster vulnerability
managing and prioritization



Built around collaboration, manage, tag, prioritize with ease.
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Automate with Agents
and Workflows



Automate vulnerability response to remediate faster.



































					

				






A 360° flexible overview








Optimize your security posture by drastically reducing the time spent on executing, managing, and prioritizing





















					

				














					

				













	
	
						





					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				







					

				








					

				


						

					


	
	




Some of the leading security scanners we support














	
	
						





					

				







					

				







					

				







					

				


						

					


	
	



Some of the ticketing tools we integrate with













											
												

												
											

										






					

				




Avoid repeating single tasks





Built with an automation
framework in mind













Workflows



Trigger any action with custom events built to avoid repetitive tasks.








Agents



Integrate scanners automatically into your workflow, scan, ingest and normalize data easier than before.








Seamless Deduplication



Faraday automatically identifies and merges duplicated issues coming from multiple tools.















Get to know the features

















Make vulnerability management faster, smarter, and more efficient



Make vulnerability management faster,
smarter, and more efficient



Faraday was designed to ease every step of your job. Here’s how:



Go to "How to"
















Read our latest posts







			
															




					

				

									Offensive Security,Red team,Cybersec
March 12, 2024
Good practices in Cybersecurity: Red Team, Blue Team, Purple Teams and more! – Part 2
Nowadays, we can distinguish various branches within a security team Red Teams, Blue Teams, Purple Teams & Bug……

Read More
by faradaysec

0 Comments6 Minutes




							







					

				

									Latest Release
February 28, 2024
Release v5.1.1
For our corporate clients, we've upgraded our notification feature. Previously, you had a basic notification setup…

Read More
by faradaysec

0 Comments3 Minutes




							







					

				

									Vulnerability Management,Cybersec
February 15, 2024
Good practices in Cybersecurity – Part 1
Pentesters use a comprehensive and complete toolkit to expose different platforms and evaluate the security of an IT…

Read More
by faradaysec

0 Comments6 Minutes
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			Notification





Instant Alerts: Stay informed with real-time notifications.
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			Planners





Setup your own actions strategy, assign tasks to users for each phase and easily follow them up You can create your own custom Methodologies, add Tasks, tag them and keep track of your whole project directly from Faraday. Faraday comes with Methodologies loaded by default that allow you to get to work quickly without having to create your own.
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			Vulnerability Priorization





Process of determining the order in which security vulnerabilities should be addressed based on their severity and potential impact on an organization.
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			Faraday Continuous Scanning





Faraday Cloud provides the most extensive continuous scanning and real-time insights for the security integrity of your systems Faraday Cloud gives you a multi-engine scanning platform that supports an ever-growing list of industry security tools.
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			User Authentication





Faraday supports 2nd Factor Authentication. We support any apps, e.g: Google Authenticator (Android) Google Authenticator (iOS) Authy (Android) Authy (iOS) OTP Authenticator (Android, Open Source)
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			Users





Provide access to the platform through all its channels. Identified by username and profile, it allows to moderate accesses and keep under control data governance.
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			Workspaces





A workspace is a project presentation that allows you to summarize information from different sources, work with them as a unit, and generate information.
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			Assets





An asset is any device, resource or other component of the environment that supports information-related activities. For example, IP Addresses and FQDN in the scope of an assessment.
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			Duplicate Vulns Management





Facilitate the search for possible duplicates and provides the user with a friendly mechanism to associate a set of vulnerabilities that could refer to the same problem/vuln, with the option of leaving only one of these vulnerabilities visible and hiding the rest.
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			Reporting





The Executive Report feature lets you create (as the name implies) reports using the results obtained in each workspace. When an Executive Report is created, all the data from the Status Report is automatically processed and placed in a PDF/Word compatible document that can then be downloaded.
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			Pipelines & Jobs





Allows the user to automate tasks after an agent terminates and new vulnerabilities bulk into a workspace. Also when a user manually uploads a tool report to a workspace.
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			Profiles





Bringing access to different data visualization to Manager, Pentesters, Clients and Assets Owner.
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			Faraday Cli





Use Faraday directly from your favourite terminal. faraday-cli is the official client that make automating your security workflows, easier.
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			Process Scheduler





Automate repetitive Agents’ actions and check results on your Dashboard
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			Ticketing Integration





This is a feature that allows you to send data from Faraday to Jira/ServiceNow as tickets inside the system. In order to do it, go into our Status Report, select the desired vulnerabilities, click on the Tools button and then click on the ServiceNow/Jira option.
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			Data Analysis





As Faraday allows you to keep all of your pentests in one place, we thought it would be interesting to add the possibility to see your assessments come to life. These charts allow you to find new relations between your data and clarify the state of an assessment. We will also add new charts in the future, and the possibility to customize them as well!
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			Tasks





Setup your own actions strategy, assign tasks to users for each phase and easily follow them up. You can create your own custom Methodologies, add Tasks, tag them and keep track of your whole project directly from Faraday. Faraday comes with Methodologies loaded by default that allow you to get to work quickly without having to create your own.
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			Tags





Tags allow you to organize your vulnerabilities. by letting you make and edit categories: environment, technology, state, language, projects, whatever. The team can then see the tagged vulnerabilities and organize the security evaluation.
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			Agent Technology





Define and execute your own actions from different sources and automatically import outputs into your repository.
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			Custom Fields





Custom Fields allow you to extend the Vulnerability’s model with more fields. Custom fields type can be int, str, list, and choice.
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			Evidence





You can use inline images with Faraday Evidence in the fields above by adding an Evidence file to your vulns and adding markdown like this:
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			Deployments





No infrastructure changes needed: implement Faraday On-prem, Cloud or Hybrid without network changes.
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			Web Shell





The idea of the Web Shell is to allow you to work directly from the web using ZSH as a console. You would be connected to your own shell (listening in loopback interface).
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			Workspace Comparison





This feature lets you easily see and assess the differences between two of your Workspaces.
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			Vulnerability Templates (KB)





Find yourself writing the same descriptions over and over again? Tired of typos coming up in your reports? Faraday provides a simple solution: unify criteria for naming vulnerabilities and save time and effort to yourself and your team.
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			Plugins





There are three kinds of plugins available for Faraday; console, report and API also called online. However, these are not mutually exclusive, meaning that some tools have more than one Plugin to process their output. For example, Nmap has a Console plugin which allows you to run it directly from ZSH, but it also has a Report one, in order to import scans that were run outside of Faraday.
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